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Professional Summary

GEED ¢ ¢

| am a cybersecurity professional with a Master of Science in Cyber
security and hands-on experience in threat detection, digital
forensics, security monitoring, and incident response through
academic projects, technical labs, and independent study, | have
developed practical experience using tools such as Splunk,
Wireshark, Nmap, Snort, and CrowdStrike.

Currently pursuing a PhD in Cyberpsychology, my research
interests focus on the relationship between technology, human
behavior, and cybersecurity.




Technical
Skills

Technical Competencies

My technical experience includes security
monitoring, threat detection, digital forensics,
incident response, and network analysis.
Through graduate coursework, independent
study, hands-on Ilabs, and cybersecurity
projects, | have developed practical experience
working with industry tools and security
frameworks.
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v | Expression... Clear Apply | Save

Destination Protocol Length  Info

192.168.1.20 FTP 81 response: 220 Micros
192.168.1.10 FTP 68 RequesT: OPTS UTFE O
192.168.1.20 FTP 92 response: 530 Please
,,,,,, 192.168.1.10 FTP 64 Request: USER ftp

192.168.1.20 FTP 126 Response: 331 Anonym
192.168.1.10 FTP 72 Request: Pass flag:2
192.168.1.20 FTF 85 Response: 230 Anomym
192.168.1.10 FTP 60 Request: QUIT

192.168.1.20 FTP 61 Response: 221

Event

I bits), 61 bytes captured (488 bits)

72 (00:0c:29:ed:2e:72), Dst: Vmware_91:20:8f (00:0c:29:91:2(
T: 192.168.1.10 (192.168.1.10), Dst: 192.168.1.20 (192.168.
¢ Port: 21 (21), pst Port: 1566 (1566), Seq: 169, ack: 4



Network Enumeration

with NMAP

(arget: ‘:192.168.1.0/24 7V - Profile: :Ping scan 7v . | Scan Project Ove rview
Command: -nmap -sn 192.168.1.0/24 ‘ ‘
‘ D

l‘l-ffts IErVices | "Nmap OUtPUtTPortsIHosts Topology Host Details Scans
0S |Host v | nmap-sn192.168.1.0/24 ¢ | - loewis| This project involved performing network discovery
e | i orting Nnap 6.47 ( http://mman.org ) at and host enumeration using Nmap to identify active
Y 1SEISSLO T 2024-11-20 22:13 EST devices, open ports, and available services. Scan
W 192.168.1.5C Nmap scan report for 192.168.1.1 / F) F) / .
ap sca report for 102, 168.1.6 results were analyzed to assess network visibility and
Host is up (0.0011ls latency). . . . . .
Nmap scan report for 192.168.1.50 |dent|fy pOtenan SeCUI‘Ity I‘ISkS.

Host is up (0.00052s latency). .
Nmap done: 256 IP addresses (3 hosts up) scanned in Sk|IIS Demonstrqted:

16.96 seconds

 Network Enumeration
« Reconnaissance
 Vulnerability Identification
« Network Analysis




Email
Traffic

Investigation

é ( Stream Content

+0K 549 octets

Filted Return-Path: student@campus.edu
Received: from concord ([192.168.1.20])
.by SERVER

72 ?é .7 Sun, 20 Oct 2024 01:52:13 -0400
Content-Type: text/plain; charset=1s0-8859-15; format=flowed; delsp=yes

87 1§ pate: Sun, 20 Oct 2024 01:52:13 -0400

S6 19 To: "student@campus.edu" <student@campus.edu=>

31 19 Subject: minecraft

57 1 MIME-Version: 1.0 _ _
Content-Transfer-Encoding: 7bit

22 19 From: student <student@campus.edu>

95 19 Organization: campus.edu

44 19 Message-ID: <op.2vxelbopcOgw2c@concord=

32 1 User-Agent: Opera Mail/1.0 (win32)

"y

Project Overview
GEED o ¢

This investigation involved analyzing network
communications using Wireshark to reconstruct
email traffic and examine packet data. Network
streams were reviewed to identify communication
patterns and understand transmitted information.
Skills Demonstrated:

» Packet Analysis

« Network Traffic Investigation

» Wireshark Analysis

« Communication Reconstruction



= . Discover New Open Share Inspect [3) Save

[3) ~ Source_Country : United States KaL ~ Dec 31,2021 @ 00:00:0 - Feb 2, 2022 @ 23:59:5 G Refresh

© | userName: james X |+ Add filter

vpn_connections “/ < A48 hits i%: Chart options K e
QU Ssearch field names

4

Fery e ¢ <ol | |I T 1
0 i (] innn
2022-01-02 00:00 2022- 00 1-1 2022-01-23 00:00 2022-01-30 00:00

v Available fields 15 | 5092-01-02 00:00 01-09 00:0 2022-01-16 00:00 2022

t _id Dec 31, 2021 @ 00:00:00.000 - Feb 2, 2022 @ 23:59:59.000

t _index Time . Documen t

®) score > Jan 31, 2822 @ 11:39:52.880  goyrce_Country: United States UserName: james _

t) type @timestamp: Jan 31, 2022 © 11:39:52.008 action: teardown . .
B @timestamp Company: CyberT EventTime: Jan 31, 2622 ® 16:39:52.600

t action index: VPN_Logs port: 443 protocol: tcp

e Investigated security event
logs

e Analyzed VPN activity

G ¢ o e Reviewed user event data

e |dentified suspicious
activity patterns

Elastic SIEM Investigation

Investigated VPN logs and security events
using Elastic SIEM to identify suspicious activity
and analyze event data. Log analysis
techniques were used to examine user activity,
source locations, and security events.




Incident Response Plan

Project Overview

Developed a NIST-based incident response
plan focused on preparation, identification,
containment, eradication, recovery, and
lessons learned. The project emphasized
documentation, response coordination, and
organizational security readiness.

Introduction

Limetree recently experienced a security breach due to the vulnerabilities that exist
within the company. These vulnerabilities would impact Limetree’s operation in the future. It is
imperative that these vulnerabilities are resolved to protect the security of the company. An
incident response plan will be produced to help the company, and its stakeholders develop a plan
of action to handle security incidents, breaches, and cyber incidents. This plan will mitigate
damage, reduce recovery time, and ensure an effective response to security incidents. An
assessment 1s conducted to determine the root cause of the security breach and assess Limetree
Inc security environment. The result of the assessment 1s based on the interview of William
Jefiries, a security manager employee by the company. These vulnerabilities are related to the

security systems, personnel, administrative security, and physical security.

Examples of what caused the incident



Incident Response Phases

The incident response plan followed the NIST SP N I S T I N C I D E N T
800-61 framework to establish a structured
approach for handling security incidents. The

process emphasized preparation, Res ponse I.ifeCYCIQ

identification, containment, eradication,
recovery, and lessons learned.
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CYBERSECURITY | ooy Behavioral Cyberse

wironments influence identity, Examining the hurman factors behir

Eg I | l M A N , and behavior. security awareness, social engineeri

BEHAVIOR
S Resedrch

1an interaction, and relationships

Exploring the intersection of cybersecurity, Sgles. communication and relaticnships.

intelligence, and human behavior.

9@’3"' Cy“&{%’/ c/%&p B lonships Future Research I n t e r e s t s

. : 1al connection, online interactions, Cyber trauma, Al companionship, o

Explore Research .. View Portfolio

ed relationships. human behavior in digital spaces.

Current Research Interests
GlD ¢ ¢

My research interests focus on cyberpsychology,
behavioral cybersecurity, attachment theory, artificial
intelligence, and the impact of technology on human
behavior. As a PhD student in Cyberpsychology, | am
particularly interested in how digital environments
influence relationships, security behaviors, and online
interactions.
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EDUCATION & fo.io

CONTACT
___ Education

e M.S Cybersecurity, SNHU

 PhD Student, Cyberpsychology, Capitol Tech
University

e CompTIA Security + (SY0-701)

Github
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